Critical Security Updates for Windows 2003
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Critical Security Updates
for Windows Server 2003

Since 2009
Affected
Bulletin ID component Date Comments
MS15-057 Media Player 06/09/15 Console user must access a specially crafted media file with Media
Player
MS15-044 DirectWrite library 05/21/15 Console user must open a specially crafted document or Web site with
font drivers embedded TrueType fonts
MS15-035 Enhanced Metafile  04/29/15 Console user must open a specially crafted metafile image
images
MS15-011 Domain controllers  03/11/15 Console user with a domain-configured system must connect to an
and group policy attacker-controlled network, which could gain control of the system
MS15-021 Adobe font driver 03/10/15 Console user must view a specially crafted file or Web site
MS15-020 Text Services and 03/10/15 Console user must open a specially crafted file or Web site or browse to
DLL handling a directory containing a specially crafted DLL
MS15-002 Telnet service 01/13/15 Telnet (not enabled by default on Server 2003) receives specially
crafted packets.
MS14-057 .NET Framework 12/10/14 Attacker must send a specially crafted URI request with internatonal
characters to a .NET Web application. In .NET 4.0 or earlier
applications iriParsing is disabled by default, but in .NET 4.5
applications it cannot be disabled
MS14-066 Secure Channel 12/09/14 Remote code execution if a special packet is sent to a Windows server
MS14-068 Kerberos signature  11/18/14 Domain user can elevate a unprivileged account to a domain
verification administrator account
MS14-064 OLE and IE 11/11/14 Console user must access a specially crafted Web page with IE
MS14-058 Kernel-mode 10/14/14 Console user must open a document or untrusted Web site with
memory and font embedded TrueType fonts
handling
MS14-036 Unicode Scripts 08/12/14 Console user with adminstrative user rights must open a specially
Processor crafted Web page
MS13-098 Windows 07/29/14 Console user or an application must run or install a specially crafted,
Authenticode signed portable executable (PE) file
MS14-013 DirectShow 03/11/14 Console user must open a specially crafted JPEG file
MS13-081 Kernel-mode 01/14/14 Console user must view shared content that embeds OpenType or
drivers TrueType font files
MS13-054 Graphics Device 12/16/13 Console user must view shared content that embeds TrueType font files
Interface
MS13-099 Windows Script 12/10/13 Console user must open a specially crafted Web site or Web content

5.6,5.7
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MS13-089 Graphics Device 11/12/13 Console user must open a specially crafted Windows Write file in
Interface WordPad
MS13-082 .NET Framework 10/10/13 Console user must visit a Web site containing a specially crafted
OpenType font (OTF) file using a browser capable of instantiating
XBAP applications
MS13-083 Windows Common  10/08/13 Limited to 64-bit editions. Remote code execution if an attacker sends a
Control Library specially crafted Web request to an ASP.NET application
MS13-070 Windows handling 09/10/13 Console user must open a file that contains a specially crafted OLE
of OLE objects object
MS13-057 Windows Media 08/27/13 Console user must open a specially crafted media file
Player
MS13-060 Windows parsing 08/13/13 Console user must view a specially crafted document or Web page with
of OpenType fonts an application that supports embedded OpenType fonts
MS13-052 .NET Framework 08/13/13 Remote code execution if a trusted application uses a particular pattern
of code
MS13-053 Windows Kernel- 07/09/13 Console user must view shared content that embeds TrueType font files
Mode Drivers
MS12-054 Print spooler 07/09/13 Remote code execution if an attacker sends a specially crafted
response to a Windows print spooler request
MS12-036 Remote Desktop 07/09/13 Remote code execution if an attacker sends a sequence of specially
Protocol crafted RDP packets. RDP is not enabled by default on Windows.
MS11-043 SMB client 07/09/13 Console user must initiate an SMB connection to a specially crafted
SMB server enabling the attacker to send a specially crafted SMB
response
MS13-056 DirectShow 07/09/13 Console user must open a specially crafted GIF file
MS12-081 File name handling 05/22/13 Console user must browse to a folder that contains a file or subfolder
with a specially crafted name
MS13-011 DirectShow 02/12/13 Console user must open a specially crafted media file, a document that
embeds such a file, or specially crafted streaming content.
MS13-010 Internet Explorer 02/12/13 Console user must view a specially crafted Vector Markup Language
(VML) Web page using Internet Explorer
MS12-078 Kernel-mode 12/20/12 Console user must open a specially crafted document or visits a
drivers malicious Web page that embeds TrueType or OpenType font files.
MS12-074 .NET Framework 11/14/12 Console user must use a malicious proxy auto configuration file
MS12-072 Briefcase files 11/14/12 Console user must browse to a specially crafted briefcase in Windows
Explorer
MS12-075 Kernel-mode 11/13/12 Console user must open a specially crafted document or visits a
drivers malicious Web page that embeds TrueType or OpenType font files.
MS12-035 .NET Framework 10/03/12 Console user must view a specially crafted Web page using a Web
browser that can run XAML Browser Applications (XBAPS).
MS12-024 Authenticode 07/31/12 Console user or an application must run or install a specially crafted,
Signature signed portable executable (PE) file
Verification
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MS12-020 Remote Desktop 07/31/12 Remote code execution if an attacker sends a sequence of specially
Protocol crafted RDP packets. RDP is not enabled by default on Windows.
MS12-004 Windows Media 07/31/12 Console user must open a specially crafted MIDI file.
Player
MS12-016 .NET Framework, 07/10/12 Console user must view a specially crafted Web page using a Web
Silverlight browser that can run XAML Browser Applications (XBAPS) or Silverlight
applications.

MS11-100 .NET Framework 07/10/12 An unauthenticated attacker must send a specially crafted Web request
to the target site.

MS11-078 .NET Framework, 07/10/12 Console user must view a specially crafted Web page using a Web

Silverlight browser that can run XAML Browser Applications (XBAPS) or Silverlight
applications.

MS12-038 .NET Framework 06/12/12 Client system must view a specially crafted Web page using a Web
browser that can run XAML Browser Applications (XBAPs). .NET
Framework applications can bypass Code Access Security (CAS)
restrictions.

MS12-025 .NET Framework 06/12/12 Console user must view a specially crafted Web page using a Web
browser that can run XAML Browser Applications (XBAPS).

MS12-034 .NET Framework 03/06/12 Console user must open a specially crafted document or visits a
malicious Web page that embeds TrueType or OpenType font files.

MS12-008 Kernel-mode 02/14/12 Console user must visit a Web site containing specially crafted content

drivers or run a specially crafted application locally

MS11-090 Internet Explorer 12/13/11 Console user must view a specially crafted Web page that uses a
specific binary behavior in Internet Explorer.

MS11-087 Kernel-mode 12/13/11 Console user must open a specially crafted document or visits a

drivers malicious Web page that embeds TrueType or OpenType font files.

MS11-028 .NET Framework 11/30/11 Console user must view a specially crafted Web page using a Web
browser that can run XAML Browser Applications (XBAPS)

MS11-039 .NET Framework 10/26/11 Console user must view a specially crafted Web page using a Web
browser that can run XAML Browser Applications (XBAPS) or Silverlight
applications.

MS10-077 .NET Framework 10/26/11 Console user must view a specially crafted Web page using a Web
browser that can run XAML Browser Applications (XBAPS)

MS11-058 DNS Server 10/25/11 An attacker must register a domain, create an NAPTR DNS resource
record, and then send a specially crafted NAPTR query to the target
DNS server. Servers that do not have the DNS role configured are not
at risk

MS11-044 NET Framework 07/10/11 Console user must view a specially crafted Web page using a Web
browser that can run XAML Browser Applications (XBAPS)

MS11-042 DFS client and 06/14/11 Console user must send a Distributed File System (DFS) request to an

service attacker who sends a specially crafted DFS response

MS11-041 Kernel-mode 06/14/11 Console user must visit a network share (or visits a Web site that points

drivers

to a network share) containing a specially crafted OpenType font (OTF).
Critical only for Server 2003 64-bit and Itanium editions.
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MS11-038 OLE Automation

06/14/11

Console user must open a specially crafted metafile image

MS11-035  WINS

05/10/11

Console user must receive a specially crafted WINS replication packet
on an affected system running the WINS service. By default, WINS is
not installed

04/27/11

Attacker must created a specially crafted SMB packet and send it to the
server

MS11-020 SMB server

MS11-031  JScript and
VBScript scripting
engines

04/20/11

Console user must visit a specially crafted Web site

MS11-019 SMB client and
CIFS Browser

04/13/11

Console user must user initiate an SMB connection to a specially
crafted SMB server enabling the attacker to send a specially crafted
SMB response

MS11-032 OTF driver

04/12/11

Console user must view content rendered in a specially crafted
OpenType Compact Font Format (CFF) font

MS11-029 GDI+

04/12/11

Console user must view a specially crafted Enhanced Metafile Format
(EMF) image using affected software or browsed a Web site that
contains specially crafted content.

MS11-006 Windows Shell
graphics processo

02/14/11

Console user must view a specially crafted thumbnail image

MS10-090 IE

01/04/11

Console user must access a specially crafted Web page with IE

MS10-076 Embedded
OpenType (EOT)
Font Engine

10/12/10

Console user must access a Web site that contains a Web page that is
used to exploit this vulnerability

MS10-060 .NET Framework

09/29/10

Console user must view a specially crafted Web page using a Web
browser that can run XAML Browser Applications (XBAPS) or Silverlight
applications.

MS10-063 Unicode Scripts
Processor

09/14/10

Console user must view a specially crafted document or Web page
with an application that supports embedded OpenType fonts

MS10-062 MPEG-4 codec

09/14/10

Console user must open a specially crafted MPEG-4 file or receive
specially crafted streaming content from a Web site or an application
that delivers Web content

MS10-049  TLS/SSL
Renegotiation

09/01/10

Console user must visit a specially crafted Web site that is designed to
exploit these vulnerabilities through an Internet Web browser

MS10-046 Shortcut Icon
Loading

08/24/10

Console user must view an icon of a specially crafted shortcut

MS10-053 IE

08/10/10

Console user must access a specially crafted Web page with IE

MS10-052 MPEG-3 codec

08/10/10

Console user must open a specially crafted MPEG-3 file or receive
specially crafted streaming content from a Web site or an application
that delivers Web content

MS10-033  Media
Decompression

06/23/10

Console user must open a specially crafted MPEG-3 file or receive
specially crafted streaming content from a Web site or an application
that delivers Web content

MS10-026 MPEG Layer-3
Audio Decoder

06/22/10

Console user must open a specially crafted AVI file containing an
MPEG Layer-3 audio stream
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MS10-020 SMB client 05/26/10 Console user must initiate an SMB connection to a specially crafted
SMB server enabling the attacker to send a specially crafted SMB
response

MS10-030 Outlook Express 6 05/19/10 Console user must visit a malicious e-mail server

MS10-019 Authenticode 04/21/10 Console user, Windows feature, or application must run or install a

Signature specially crafted, signed PE or cabinet file
Verification

MS10-018 IE7 03/30/10 Console user must access a specially crafted Web page with IE 7

MS10-013 DirectShow 02/10/10 Console user must open a specially crafted AVI file

MS10-006 SMB client 02/10/10 Console user must initiate an SMB connection to a specially crafted
SMB server enabling the attacker to send a specially crafted SMB
response

MS10-007 URL Validation 02/09/10 Console user or an application must pass specially crafted data to the
ShellExecute API function through the Windows Shell Handler

MS09-062 GDI+ 01/12/10 Console user must view a specially crafted WMF, PNG, or TIFF file
image using affected software or browsed a Web site that contains
specially crafted content.

MS09-052 Media Player 01/12/10 Console user must play a specially crafted ASF file on Windows Media

Player 6.4
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